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Abstract 

Host-based intrusion detection remains essential when malicious 

activity is visible only through interactions with the operating-system 

kernel. System-call traces capture this behaviour as ordered symbolic 

sequences, but their variable length and strong context dependence 

limit detectors that rely on aggregate frequency features alone. This 

study evaluates a normal-only recurrent language-modelling approach 

for Linux system-call anomaly detection on the ADFA-LD 

benchmark. A one-layer LSTM with 64-dimensional embeddings and 

128 hidden units was trained on 833 benign training traces to predict 

the next system call from preceding calls, and each trace was scored 

by length-normalised negative log-likelihood. Operating thresholds 
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were calibrated on 4,372 held-out benign validation traces at false-

positive budgets of 5%, 2.5%, and 1%, and the detector was then 

evaluated against 746 attack traces drawn from six attack families. 

The LSTM achieved ROC-AUC = 0.841 (95% bootstrap CI: 0.824–

0.858) and PR-AUC = 0.477 (95% CI: 0.447–0.512), exceeding both 

the STIDE n-gram baseline (ROC-AUC = 0.827; PR-AUC = 0.382) 

and a TF-IDF one-class SVM (ROC-AUC = 0.749; PR-AUC = 0.280) 

on the same evaluation split. At a 1% false-positive budget the LSTM 

produced precision 0.72 with recall 0.15; relaxing the budget to 5% 

raised recall to 0.32 at precision 0.52. Per-family analysis revealed 

substantial variation in detection difficulty, with Hydra FTP (recall 

0.25 at 1% FPR) and Web Shell traces the most separable, and Java 

Meterpreter (recall 0.08 at 1% FPR) the hardest. The findings support 

recurrent sequence modelling as an effective ranking signal for host-

based intrusion detection and make explicit the precision–recall trade-

off that any deployment must manage. 

Keywords: host-based intrusion detection; system calls; anomaly 

detection; recurrent neural networks; LSTM; ADFA-LD; Linux 

security; language modelling. 

1.  Introduction 

Endpoint compromise is often expressed through process behaviour 

rather than through obvious network signatures. After an attacker 

gains execution, the host kernel observes file operations, process 

creation, privilege-related actions, socket activity, and other events 

through system calls. For this reason, system-call monitoring has 

remained a central line of work in host-based intrusion detection 

systems (HIDS), from early short-sequence methods to modern deep 

sequence models [1]-[6]. 

The security value of system calls is their ordering. A system call that 

is normal in one context can be suspicious in another; the local and 

long-range sequence around the call determines its behavioural 

meaning. This property makes purely aggregate representations 
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incomplete. Frequency vectors and n-gram counts are efficient, but 

they compress a process trace into a fixed representation and can 

miss the temporal dependencies that separate legitimate execution 

from malicious payload behaviour. 

Recurrent neural networks (RNNs) are a natural alternative for this 

type of symbolic sequence. In this study, the RNN is not trained as a 

conventional supervised classifier. It is trained as a normal-behaviour 

language model: given previous system calls, the model predicts the 

next call. A trace that is improbable under this learned normal model 

receives a high anomaly score. This formulation matches a realistic 

deployment assumption: defenders can usually collect benign traces 

from their own systems, while the full range of future attacks is 

unknowable. 

This paper reports an empirical study on ADFA-LD, a public Linux 

system-call benchmark for HIDS evaluation [1]–[3]. The contribution 

is not the use of an LSTM, which has precedent in the literature [7], 

but a complete and auditable protocol: normal-only training, 

validation-based false-positive control, direct comparison with semi-

supervised baselines, stratified bootstrap uncertainty for AUC 

estimates, and family-level reporting of attack detection. The results 

show that recurrent modelling improves threshold-independent 

discrimination over both STIDE and one-class SVM baselines, while 

the fixed-threshold analysis exposes an operational limitation that 

aggregate accuracy would have hidden: strict false-positive budgets 

substantially reduce recall. 

 

2. Threat Model and Problem Definition 

DDoS The field of bioacoustics has long explored animal 

communication through sound, but its application to environmental 

conservation is a more recent innovation. Marine mammals produce a 

variety of vocalizations that reflect behaviors such as feeding, 

mating, social bonding, and predator avoidance. Analyzing these 
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sounds allows scientists to infer ecological patterns and population 

dynamics. Given the increasing pressures on marine ecosystems, 

including climate change and human interference, PAM offers an 

efficient and scalable solution for monitoring biodiversity. It is cost   

effective compared to visual surveys, and capable of collecting data 

over long durations and wide geographic areas. Species such as 

whales, dolphins, and seals are especially well   suited for acoustic 

studies due to their reliance on vocal cues for essential life functions 

[3]. 

3. Related Work 

3.1 System-call anomaly detection 

The idea of detecting intrusions from system-call traces was 

established by Forrest et al., who argued that normal UNIX processes 

produce stable short-range system-call patterns and that violations of 

these patterns can reveal abnormal execution [4]. Warrender et al. 

later compared alternative sequence models for system-call intrusion 

detection and showed that the modelling assumption has a direct effect 

on false alarms and detection rates [5]. These studies introduced the 

principle that host behaviour can be represented as an ordered trace 

rather than as isolated events. 

STIDE-style detection follows this principle by storing short windows 

observed during normal training and treating unseen windows as 

anomalous. Its strengths are simplicity, interpretability, and low 

computational cost. Its weakness is that the context length is manually 

fixed; it cannot learn graded probabilities over the next call or share 

statistical strength across related contexts. This limitation motivates 

neural sequence models, especially when traces contain repeated but 

variable execution motifs. 
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3.2 ADFA-LD and benchmark validity 

ADFA-LD was introduced to address limitations of older intrusion-

detection datasets whose traffic and attack assumptions no longer 

represented contemporary systems [1]-[3]. The dataset provides Linux 

system-call traces grouped into normal training, normal validation, 

and attack partitions, making it useful for anomaly-detection protocols 

where benign data are used for training and threshold selection while 

attacks remain held out for testing. Recent work has also expanded the 

dataset landscape; DongTing, for example, offers a much larger 

kernel-oriented system-call corpus for Linux anomaly detection [13]. 

ADFA-LD remains valuable because it is compact, public, widely 

used, and compatible with transparent reproducibility. 

3.3 Deep sequence models for HIDS 

RNN-based HIDS research treats system calls as a behavioural 

language. Kim et al. proposed LSTM-based system-call language 

modelling and thresholding strategies for anomaly-based HIDS [7]. 

Chawla et al. explored recurrent and convolutional combinations, 

including GRU-based architectures, to improve computational 

efficiency [8]. Ring et al. later investigated deep learning methods for 

host-based intrusion detection through sequence prediction and 

aggregation [9]. These studies indicate that learned sequential 

representations can improve over handcrafted features, but they also 

show the need for careful thresholding and evaluation under class 

imbalance. 

The present study extends this direction by emphasizing operationally 

calibrated thresholds. Instead of selecting a threshold from attack 

performance, the decision boundary is selected using benign 

validation scores only. This design is stricter than ordinary supervised 

testing and makes the false-positive burden explicit. 
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4. Dataset and Experimental Material 

The experiment used the ADFA-LD Linux system-call benchmark in 

its canonical three-way partitioning. The distribution used in this study 

contained 833 normal training traces, 4,372 normal validation traces, 

and 746 attack traces across six labelled families; every trace 

exceeded the two-token minimum required for next-call scoring, so no 

trace was discarded at load time. Each trace was read as an ordered list 

of integer system-call identifiers. The vocabulary was fitted only on 

the training-normal traces and contained 150 distinct system calls, 

with two reserved indices for padding and unknown tokens (152 in 

total). System calls observed only in validation or attack traces were 

mapped to the unknown token at inference time so that no information 

from the evaluation splits influenced the vocabulary. 

Table 1: ADFA-LD partitions used in the experiment. 

Subset Class Purpose 
Number of 

traces 

Training_Data_Master Normal 

Fit the 

normal-

behaviour 

language 

model 

833 

Validation_Data_Master Normal 

Calibrate 

thresholds 

and estimate 

false-positive 

rates 

4,372 

Attack_Data_Master Attack 

Evaluate 

malicious-

sequence 

detection 

746 
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The attack set comprises six labelled families. Table 2 reports their 

distribution in the executed experiment. The imbalance among attack 

families is important because aggregate recall can hide weak detection 

of smaller or less repetitive attack types. 

Table 2: Attack-family distribution in ADFA-LD. 

Attack 

family 
Traces 

Median RNN 

anomaly 

score 

Behavioural 

interpretation 

Adduser 91 1.9614 
Account and privilege-

management behaviour. 

Hydra FTP 162 2.3706 

Repeated authentication 

and service-interaction 

sequences. 

Hydra SSH 176 2.4081 

Repeated SSH 

authentication and 

session-management 

activity. 

Java 

Meterpreter 
124 1.8112 

Payload execution and 

remote-control 

behaviour. 

Meterpreter 75 1.8351 

Remote session 

behaviour with process 

and file manipulation. 

Web Shell 118 2.3813 

Command execution 

through a web-service 

context. 
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Figure 1: Trace-length distribution by ADFA-LD split. The log-scaled x-

axis highlights the strong variability in trace length, which motivates 

length-normalized scoring. 

5. Methodology 

5.1 Problem formulation 

Let a trace be x = (x1, x2, ..., xT), where each xt is a discrete system-

call identifier from vocabulary V. The model estimates the conditional 

probability p(xt | x1:t-1) from benign traces only. The anomaly score 

for a complete trace is the mean negative log-likelihood: S(x) = -

(1/(T-1)) sum_{t=2}^{T} log p(xt | x1:t-1). Higher scores indicate 

lower compatibility with normal execution. A trace is labelled 

anomalous when S(x) >= tau, where tau is selected from benign 

validation scores at a target false-positive rate. 
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5.2 Preprocessing and leakage control 

The preprocessing pipeline is deliberately conservative. First, trace 

files are tokenised by extracting integer system-call identifiers in their 

original order. Second, the vocabulary is fitted only on normal training 

traces. Third, the language model is trained on sliding windows from 

the training-normal set. Fourth, the official validation-normal split is 

held out from optimisation and used only to calibrate alarm 

thresholds. Fifth, attack labels are used only after training and 

threshold calibration. For early-stopping decisions, 10% of the 

training-normal traces (selected with a fixed random seed) were held 

out from the optimiser as an internal language-model validation set; 

this internal split is disjoint from the ADFA-LD validation-normal 

partition, which is reserved exclusively for threshold calibration. 

Together, these controls prevent the detector from learning the attack 

distribution and from selecting thresholds that exploit attack labels. 

5.3 RNN language model 

The primary model is a one-layer LSTM language model [10]. An 

embedding layer projects each system-call identifier into a dense 

vector space; the recurrent layer encodes sequence context; dropout 

[18] regularises the hidden representation; and a linear output layer 

produces a softmax over the next-call distribution. LSTM cells were 

chosen because gated memory retains information over longer 

contexts than a plain recurrent unit. Sliding windows of length 30 with 

stride 1 were extracted from the training-normal traces, producing 

256,257 next-call prediction pairs for optimisation and 26,830 

windows for the internal LM-validation set. The implementation also 

supports GRU cells [11]; the experiment reported here uses the LSTM 

configuration listed in Table 3. 
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Table 3. Executed model and training configuration. 

Component Setting Rationale 

Window length 30 
Captures local behavioural context 

while keeping training efficient. 

Embedding 

dimension 
64 

Compact dense representation for 

integer system-call identifiers. 

Recurrent cell LSTM 
Gated memory for ordered symbolic 

sequences. 

Hidden units 128 
Moderate capacity relative to dataset 

size. 

Layers 1 
Avoids overfitting in a normal-only 

training setting. 

Dropout 0.3 Regularizes the language model. 

Optimizer 

Adam, 

learning 

rate 

0.001 

Stable first-order optimization for 

neural sequence models [17]. 

Batch size 256 
Efficient GPU utilization for 

windowed training. 

Early stopping 

Patience 

= 3 

epochs 

Stops training when held-out normal 

loss stops improving. 

Bootstrap 

repetitions 
1,000 

Estimates uncertainty for AUC 

metrics. 
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Figure 2. Training and held-out normal validation loss. Early stopping 

occurred after epoch 11; the best held-out normal loss was 1.0229 at 

epoch 8. 

5.4 Baselines 

Two non-neural baselines were evaluated under the same scoring 

protocol. The first is STIDE, which stores the k-grams observed 

during normal training (k = 6) and scores a trace by the fraction of its 

k-grams that are absent from this database. The second is a one-class 

SVM [12] with an RBF kernel trained on TF-IDF n-gram 

representations (n = 1 to 3, top 5,000 features) of trace token strings. 

To prevent any leakage from validation or attack data into the 

baseline, the TF-IDF vectoriser and the SVM are fitted on training-

normal traces only and then reused unchanged to transform and score 

the validation-normal and attack splits. These baselines test whether 

the recurrent model adds discriminative power beyond fixed n-gram 

memory [4], [5] and classical one-class learning [12], [14]. 
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5.5 Metrics and threshold calibration 

Threshold-independent performance is reported with ROC-AUC and 

PR-AUC. ROC-AUC measures score separability across all 

thresholds, while PR-AUC is more sensitive to false alerts when 

positive events are uncommon [15]. For deployment-style analysis, 

thresholds are selected from the validation-normal scores at the 95th, 

97.5th, and 99th percentiles, corresponding to false-positive budgets 

of approximately 5%, 2.5%, and 1%. At each threshold, precision, 

recall, F1-score, Matthews correlation coefficient, balanced accuracy, 

false-positive rate, and the confusion-matrix counts are reported. 

Ninety-five percent confidence intervals for ROC-AUC and PR-AUC 

are estimated by stratified non-parametric bootstrapping [16] with 

1,000 resamples; stratification preserves the positive-to-negative ratio 

of each resample so that PR-AUC remains defined. 

6. Results 

6.1 Headline model comparison 

The LSTM language model achieved the strongest threshold-

independent performance among the evaluated detectors. Its ROC-

AUC was 0.841 (95% bootstrap CI: 0.824–0.858) and its PR-AUC 

was 0.477 (95% CI: 0.447–0.512). STIDE was competitive in ROC-

AUC but markedly weaker in PR-AUC, while the one-class SVM 

trailed both sequence-aware approaches. Sequential context therefore 

improves the ranking of attack traces relative to fixed-window 

memory and TF-IDF features, but the residual overlap between benign 

and malicious score distributions still caps the achievable precision 

and recall. 
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Table 4. Threshold-independent model comparison. 

Model ROC-AUC 
ROC-AUC 

95% CI 
PR-AUC 

PR-AUC 

95% CI 

RNN 

(LSTM) 
0.8409 

0.8240–

0.8578 
0.4769 

0.4470–

0.5125 

STIDE 0.8273 - 0.3816 - 

One-

Class 

SVM 

0.7492 - 0.2797 - 

 

 

Figure 3: Threshold-independent comparison of the LSTM, STIDE, and 

one-class SVM baselines. The LSTM achieved the highest ROC-AUC 

and PR-AUC. 
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Figure 4. ROC curves for all evaluated detectors on validation-normal 

versus attack traces. 

 

Figure 5. Precision-recall curves for all evaluated detectors. PR-AUC 

exposes the operational cost of score overlaps more clearly than ROC-

AUC alone. 
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6.2 Threshold-calibrated operating points 

The threshold analysis gives a more operational view than AUC alone. 

At the 5% false-positive budget the LSTM detected 240 of 746 attacks 

with precision 0.523 and recall 0.322. At the stricter 1% budget, 

precision rose to 0.720, but recall fell to 0.151. The model therefore 

produces relatively reliable alerts under strict thresholding but misses 

many attacks unless a higher false-positive rate is accepted. This 

precision–recall trade-off is the central operational finding of the 

experiment. 

 

Table 5. LSTM operating points under validation-calibrated thresholds. 

Thres

hold 
Tau 

T

P 

F

P 

T

N 

F

N 

Precis

ion 

Rec

all 
F1 

MC

C 

FP

R 

FPR 

5% 

2.79

25 

24

0 

21

9 

41

53 

50

6 

0.522

9 

0.32

17 

0.39

83 

0.33

54 

0.05

01 

FPR 

2.5% 

3.13

72 

17

8 

11

0 

42

62 

56

8 

0.618

1 

0.23

86 

0.34

43 

0.32

68 

0.02

52 

FPR 

1% 

3.93

74 

11

3 
44 

43

28 

63

3 

0.719

7 

0.15

15 

0.25

03 

0.28

94 

0.01

01 
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Figure 6. Precision, recall, F1-score, and false-positive rate at three 

validation-calibrated thresholds. Stricter false-positive budgets improve 

precision but reduce detection rate. 

 

Figure 7. Confusion matrices for the LSTM at 5%, 2.5%, and 1% 

validation-calibrated false-positive budgets. 

6.3 Score-distribution analysis 

The shape of the anomaly-score distribution explains the observed 

trade-off. Attack traces are shifted toward higher negative log-

likelihood scores, but the benign and attack distributions overlap in 

the moderate-score region. This overlap is consistent with the 
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structure of host-based attacks: some malicious traces reuse benign 

execution paths, and many contain only short anomalous segments 

embedded within otherwise legitimate sequences. The same overlap 

explains why a strong ROC-AUC can coexist with limited recall at a 

strict false-positive budget. 

 

Figure 8. Distribution of LSTM anomaly scores for validation-normal 

and attack traces. Overlap between the distributions determines the 

achievable operating trade-off. 

6.4 Family-level detection behaviour 

The per-family results show that aggregate detection performance is 

not uniform across attack types. At the 5% false-positive budget, Web 

Shell and Hydra FTP were the most detectable families, with recall 

values of 0.4407 and 0.3951, respectively. At the strict 1% budget, 

Hydra FTP remained the most detectable family with recall of 0.2531. 

Java Meterpreter was the most difficult family under all three 

thresholds, falling to 0.0806 recall at the 1% budget. These differences 
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are important for deployment because a detector that performs well on 

repeated authentication attacks may still require complementary 

sensors for stealthier payload behaviours. 

 

 

Table 6: LSTM recall by attack family. 

Family Traces 
Median 

score 

Recall @ 

5% FPR 

Recall 

@ 2.5% 

FPR 

Recall 

@ 1% 

FPR 

Adduser 91 1.9614 0.2418 0.1978 0.1209 

Hydra FTP 162 2.3706 0.3951 0.3395 0.2531 

Hydra SSH 176 2.4081 0.3352 0.2159 0.1705 

Java 

Meterpreter 
124 1.8112 0.1855 0.1694 0.0806 

Meterpreter 75 1.8351 0.2667 0.2533 0.1333 

Web Shell 118 2.3813 0.4407 0.2288 0.0932 
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Figure 9. Per-family recall at the strictest available threshold. The plot 

highlights substantial differences in detectability across attack families. 

6.5 Baseline operating-point comparison 

The fixed-threshold comparison confirms the value of the recurrent 

model. At matched validation-derived operating points, the LSTM 

consistently achieved higher recall and F1-score than STIDE and the 

one-class SVM. STIDE’s ROC-AUC is strong because many attack 

traces contain previously unseen k-grams, but its strict-threshold recall 

collapses at the 1% budget, falling below 0.04. The one-class SVM 

produced both lower PR-AUC and weaker thresholded recall, 

indicating that TF-IDF n-gram features alone are less effective than 

learned next-call distributions for ranking attack traces on this split. 
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Table 7: Baseline comparison at fixed false-positive budgets. 

Mod

el 

Thre

shol

d 

Preci

sion 

Reca

ll 
F1 

MC

C 

Bala

nced 

accu

racy 

FPR 
TP/F

N 

RNN 

(LST

M) 

FPR 

5% 

0.52

29 

0.32

17 

0.39

83 

0.33

54 

0.63

58 

0.05

01 

240/

506 

RNN 

(LST

M) 

FPR 

2.5% 

0.61

81 

0.23

86 

0.34

43 

0.32

68 

0.60

67 

0.02

52 

178/

568 

RNN 

(LST

M) 

FPR 

1% 

0.71

97 

0.15

15 

0.25

03 

0.28

94 

0.57

07 

0.01

01 

113/

633 

STID

E 

FPR 

5% 

0.42

67 

0.21

85 

0.28

90 

0.22

61 

0.58

42 

0.05

01 

163/

583 

STID

E 

FPR 

2.5% 

0.48

60 

0.13

94 

0.21

67 

0.20

14 

0.55

71 

0.02

52 

104/

642 

STID

E 

FPR 

1% 

0.28

87 

0.03

75 

0.06

64 

0.05

63 

0.51

09 

0.01

58 

28/7

18 

One-

Class 

SVM 

FPR 

5% 

0.29

58 

0.12

33 

0.17

41 

0.10

82 

0.53

66 

0.05

01 

92/6

54 

One-

Class 

SVM 

FPR 

2.5% 

0.33

73 

0.07

51 

0.12

28 

0.09

94 

0.52

50 

0.02

52 

56/6

90 
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One-

Class 

SVM 

FPR 

1% 

0.40

54 

0.04

02 

0.07

32 

0.08

91 

0.51

51 

0.01

01 

30/7

16 

 

7. Discussion 

The principal empirical finding is that a normal-only LSTM language 

model ranks malicious system-call traces more effectively than fixed 

n-gram memory or a TF-IDF one-class SVM on the same ADFA-LD 

split. The improvement is visible in both ROC-AUC and PR-AUC, 

indicating that learned temporal context adds information beyond the 

mere presence of unseen windows. This finding supports treating 

system-call traces as ordered behavioural language rather than as 

unordered event collections. 

The second finding is more cautious but equally important: high score 

separability does not automatically translate into high recall under 

strict false-positive constraints. The 1% threshold produced precision 

above 0.71, meaning that alerts at this operating point were 

comparatively selective; however, recall fell to approximately 0.15. In 

a security operations context, this trade-off is expected. HIDS 

deployments with low alert tolerance may use the model as a high-

confidence signal within a broader correlation pipeline, while 

deployments with greater analyst capacity may choose a 5% threshold 

to recover more attacks. 

The family-level analysis carries practical implications. Repetitive 

authentication families such as Hydra FTP and Hydra SSH produce 

sequence regularities that the LSTM separates well, whereas payload-

oriented families such as Java Meterpreter are harder to flag at the 

trace level. Future detectors should therefore combine trace-level 

language scores with local segment attribution, process and parent–

child metadata, and time-aware features; a single scalar score for an 

entire trace can dilute short malicious fragments embedded within 

long benign-looking sequences. 
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From a methodological standpoint, the strongest feature of the study is 

the separation of roles among the dataset partitions. Training uses only 

normal training traces. Thresholding uses only validation-normal 

traces. Attack labels enter only at evaluation time. This regime is 

stricter than a supervised classifier trained on known attack categories 

and more closely reflects the detection of previously unseen attacks. It 

also makes the reported false-positive budgets meaningful, since they 

are never tuned against attack performance. 

8. Threats to Validity and Limitations 

The study has four main limitations. First, ADFA-LD is compact 

relative to modern enterprise host telemetry. Its value is 

reproducibility, not exhaustive coverage of contemporary attack 

chains. External validation on larger system-call corpora such as 

DongTing would strengthen generality [13]. Second, the experiment 

reports trace-level detection. Segment-level localization would be 

needed to tell analysts which part of a trace triggered the alert. Third, 

the LSTM is normal-only and therefore depends on the 

representativeness of benign training traces. Benign drift across 

software versions, workloads, or host roles can increase false positives 

if thresholds are not periodically recalibrated. Fourth, the reported 

baselines are strong enough to test classical n-gram and one-class 

learning, but they do not exhaust all possible comparators; future work 

should include temporal convolutional networks, transformer 

encoders, and hybrid models under the same validation-calibrated 

protocol. 

These limitations do not invalidate the findings; they bound their 

interpretation. The LSTM presented here is a reproducible anomaly 

detector on ADFA-LD and a credible building block for HIDS 

research, but additional telemetry and operational data would be 

required before any claim of a production-ready intrusion-detection 

system. 
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9. Conclusion 

This paper evaluated a recurrent neural language model for the 

detection of malicious Linux system-call sequences. Trained only on 

benign traces, the LSTM achieved ROC-AUC = 0.841 and PR-AUC = 

0.477, exceeding both the STIDE n-gram baseline and a TF-IDF one-

class SVM on the same ADFA-LD evaluation split. Threshold-

calibrated results showed that the detector can produce high-precision 

alerts under strict false-positive budgets, but with reduced recall. 

Family-level analysis exposed substantial variation across attack 

types, emphasising the need for finer-grained explanation and 

complementary sensors. Taken together, the results support RNN-

based normal-behaviour modelling as a credible component of host-

based anomaly detection, particularly when evaluation enforces 

validation-calibrated false-positive control and reports per-family 

behaviour alongside aggregate metrics. 

 Data and Code Availability 

The ADFA IDS datasets are publicly available for academic research 

from UNSW [1]. The implementation used in this study is a 

Python/PyTorch script (run_syscall_rnn_experiment.py) that loads 

ADFA-LD, trains the RNN language model, computes the STIDE and 

one-class SVM baselines, exports all metrics as CSV files, and 

generates the figures included in this manuscript. Training stopped 

automatically at epoch 11 of a 20-epoch budget under an early-

stopping patience of three epochs on the internal LM-validation loss, 

and the full pipeline — training, scoring, and baseline evaluation — 

completed in approximately 1.5 minutes on a single NVIDIA Tesla T4 

GPU. The reported run used Python 3.12.12, PyTorch 2.10.0+cu128, 

scikit-learn 1.6.1, NumPy 2.0.2, and pandas 2.3.3, with a fixed 

random seed of 42 for full reproducibility. 

 Ethics Statement 

This study uses a public benchmark dataset and does not involve 

human participants, personal data, or live system exploitation. The 

work is intended for defensive host-based intrusion detection research. 
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Abstract 

Service mesh architectures based on sidecar proxies are widely used in 

modern microservices systems to manage communication, security, 

and traffic control. However, existing approaches typically treat 

routing, caching, load management, and security enforcement as 

separate and static mechanisms, which leads to performance overhead 

and limited adaptability under dynamic workload conditions. This 

paper addresses these limitations by proposing an Adaptive Behavior-

Aware Security Sidecar Proxy Architecture that integrates load-aware 

routing, adaptive caching, and lightweight anomaly detection within a 

unified decision-making engine. The proposed model evaluates 

incoming requests based on system load, request repetition patterns, 

and a computed risk score to dynamically determine the appropriate 

handling strategy. The system was implemented using simulation 

environment that generates dynamic workloads, including random 

requests, variable system load levels, and repeated traffic patterns to 

emulate realistic microservice behavior. Based on these inputs, the 

sidecar proxy applies direct routing under low-load conditions, 

mailto:booto199924@gmail.com
abo.khdeir@zu.edu.ly%20
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activates caching under moderate to high load or repeated requests, 

and switches to a secure mode when suspicious behavior is detected. 

The evaluation results demonstrate that the proposed system achieves 

improved performance and security behavior. The caching mechanism 

achieved a 64.8%hit ratio, reducing redundant processing and 

improving response efficiency. Additionally, The system was able to 

detect and block simulated attack-like behaviors under high load 

conditions, indicating potential effectiveness in anomaly detection and 

security enforcement. Overall, the results suggest reduced backend 

workload, improved resource utilization, and consistent adaptive 

decision-making under varying conditions. 

The proposed system was evaluated using simulation model rather 

than deployment in a real Kubernetes environment. 

In conclusion, the proposed architecture enhances both performance 

efficiency and behavioral awareness in sidecar-based systems, making 

it suitable for dynamic and security-sensitive microservices 

environments. 

Keywords: Sidecar Proxy, Adaptive Routing, Behavior-Aware 

Security, Microservices 

1. Introduction 

Modern microservices architectures rely heavily on Service Mesh 

frameworks to manage communication, security, and traffic control 

between distributed services [1],[2],[3]. Among the core components 

of service mesh systems, Sidecar Proxies play a critical role in 

intercepting and managing service-to-service communication. Despite 

their widespread adoption in platforms such as Kubernetes-based 

environments, sidecar-based designs often introduce performance 

overhead [4],[5] and exhibit limited adaptability under dynamic 

workload conditions[6]. 

In current implementations, key responsibilities such as routing, 

caching, load management, and security enforcement are typically 

handled as independent and static modules[7],[8]. This separation 

leads to inefficient resource utilization, increased latency under high 

load, and limited responsiveness to behavioral changes in traffic 
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patterns[3], [9]. Moreover, existing solutions lack a unified 

mechanism that allows sidecars to dynamically adapt their behavior 

based on real-time system conditions and request-level semantics. 

To address these limitations, this paper identifies a critical gap in 

existing literature: the absence of an integrated adaptive decision-

making mechanism within the Sidecar layer that jointly considers 

system load, request behavior, and security risk in real time. 

This work proposes an Adaptive Behavior-Aware Security Sidecar 

Proxy Architecture with Adaptive Caching, which introduces a unified 

decision engine inside the sidecar. The proposed system dynamically 

evaluates incoming requests using multiple factors, including system 

load, request repetition frequency, and a lightweight risk scoring 

mechanism. Based on this evaluation, the sidecar adaptively selects 

one of three execution paths: direct routing, cache-based processing, 

or secure mode activation. 

The main contribution of this paper is the design and implementation 

of a behavior-aware adaptive sidecar mechanism that integrates 

routing, caching, and security enforcement into a single decision logic. 

In addition, a C++ simulation-based evaluation framework is 

developed to analyze system behavior under varying workloads and 

traffic patterns. The results demonstrate improved performance 

efficiency, reduced backend overhead, and enhanced anomaly 

detection capability compared to traditional static sidecar approaches. 

2. Related work 

Research on service mesh and sidecar proxies spans multiple 

dimensions including scheduling, performance overhead, security 

enforcement, and architectural comparisons. However, these efforts 

remain fragmented across isolated perspectives, where each study 

focuses on a single concern without integrating sidecar-internal 

adaptive decision logic. 

explores sidecars as decentralized schedulers in cloud–edge 

environments[6]. It demonstrates latency and resource utilization 

improvements through sidecar-based scheduling, but does not 

examine cache behavior, policy execution overhead, or adaptive 

security decisions inside the sidecar. 
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evaluates the overhead of sidecars in serverless systems with frequent 

cold and warm starts[4]. While it proposes lightweight concepts and 

quantifies CPU and latency costs, it lacks microarchitectural analysis 

and does not present an internal adaptive mitigation mechanism. 

A seminal microarchitectural investigation is presented ,where L2 

cache misses and pipeline stalls are measured to show how complex 

policy execution degrades performance[5]. Despite its depth, the work 

stops at measurement and does not propose an architectural solution to 

adapt sidecar behavior at runtime. 

From a benchmarking perspective, compare frameworks such as Istio, 

Linkerd, and Cilium under mTLS overhead[1],[2]. These works rely 

on high-level metrics (latency, throughput, CPU) and do not analyze 

how sidecar-internal decisions influence performance. 

Security-focused contributions include a Proxy-based approach for 

mTLS, JWT, and RBAC enforcement[7], which integrates multiple 

security mechanisms into a unified proxy for gRPC systems. 

However, security enforcement is treated independently from routing 

and caching behavior. 

Similarly, introduces adaptive trust based on vulnerabilities[8], but 

does not relate this trust model to sidecar performance or cache 

behavior. 

According to NIST guidelines, service mesh architectures use sidecar 

proxies to enforce secure communication and traffic control between 

Microservices in Kubernetes clusters[3]    

Finally, studies performance–security trade-offs and protocol parsing 

overhead[9], offering tuning insights but without correlating runtime 

load, request behavior, and adaptive sidecar control. 

architectural evaluation, they treat routing, caching, and security as 

independent mechanisms. None of the reviewed works demonstrates 

how a sidecar proxy can internally integrate load-aware routing 

decisions, caching behavior, anomaly detection based on request 

repetition, and dynamic risk-based security activation within a unified 

control logic. 

In particular, existing approaches do not illustrate a closed adaptive 

loop inside the sidecar where system load influences routing 

decisions, routing impacts cache usage, request behavior contributes 

to risk scoring, and security enforcement dynamically affects cache 
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validity and subsequent routing paths. This lack of integration 

highlights the absence of a behavior-aware and risk-aware adaptive 

sidecar model that simultaneously optimizes performance and security 

under varying workloads. 

This limitation directly motivates the proposed work, which 

introduces an adaptive sidecar simulation where routing, caching, and 

security decisions are unified into a single dynamic decision 

mechanism within the sidecar proxy layer. 

 
Table 1: Feature comparison between traditional sidecar 

The table highlights the key differences between traditional sidecar        

architectures and the proposed adaptive sidecar system. It shows that 

the proposed approach introduces adaptive routing, caching, security 

monitoring, and behavior awareness, which are not supported in 

traditional implementations. 

Table 2: Comparative Analysis of Existing Studies and the Proposed 

System 

 

Study Focus Rou

ting 

Cac

hing 

Secu

rity 

Adaptive 

Behavior 

[1] Sidecars as 

Decentralized 

Schedulers 
 

Sidecar 

scheduling 

in cloud–

edge 

✓ ✗ ✗ ✗ 

Feature Traditional 

Sidecar 

Proposed 

Sidecar 

Static Routing ✓ ✗ 

Adaptive Routing ✗ ✓ 

Caching Mechanism ✗ ✓ 

Security Monitoring ✗ ✓ 

Behavior Awareness ✗ ✓ 
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[2] Serverless 

Sidecar Overhead 

Cold/warm 

start 

performanc

e cost 

✓ ✗ ✗ ✗ 

[3]Microarchitectural 

Analysis (Cache & 

Pipeline) 

CPU cache 

misses & 

stalls 

analysis 

✗ ✗ ✗ ✗ 

[4–5] Istio / Linkerd 

/ Cilium 

Benchmarking 

mTLS 

overhead & 

performanc

e 

comparison 

✓ ✗ ✓ ✗ 

[6] Proxy-based 

Security (mTLS, 

JWT, RBAC) 

Unified 

security 

enforcemen

t 

✓ ✗ ✓ ✗ 

[7] Adaptive Trust 

Model 

Security 

trust 

scoring 

✗ ✗ ✓ ✗ 

[8] NIST Service 

Mesh Guidelines 

Secure 

communica

tion in 

microservic

es 

✓ ✗ ✓ ✗ 

[9] Performance–

Security Trade-offs 

Protocol 

parsing & 

overhead 

tuning 

✓ ✗ ✓ ✗ 

Proposed System Adaptive 

sidecar 

(routing + 

caching + 

security) 

✓ ✓ ✓ ✓ 

 

The comparison illustrates that existing studies address isolated 

aspects such as routing, caching, or security independently. In 
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contrast, the proposed system integrates all these components into a 

unified adaptive framework that responds dynamically to system 

behavior. 

 

3. Methodology  

3.1 System Overview 

This methodology targets microservices and edge-aware environments 

This methodology targets microservices and edge-computing 

environments where dynamic workload variations and internal traffic 

behavior significantly affect system performance, resource utilization, 

and security. The proposed system is based on a Behavior-Aware 

Security Sidecar Proxy in which all incoming and internal service 

requests are intercepted and evaluated before reaching the application 

layer. 

Unlike traditional sidecar architectures that primarily focus on routing 

and encryption policies, the proposed sidecar incorporates an internal 

adaptive decision-making engine that continuously evaluates system 

load conditions, request repetition patterns, estimated latency impact, 

and a combined risk score derived from multiple behavioral 

indicators. Based on this continuous evaluation, the system is able to 

proactively identify abnormal traffic patterns and dynamically adjust 

its routing, caching, and security behaviors before requests are 

forwarded to backend services. 

The main objective of this design is to integrate performance 

optimization and proactive security enforcement within a unified 

sidecar communication layer. By doing so, the system improves 

response time, enhances resource utilization, and reduces backend 

processing overhead while also enabling the detection of abnormal 

traffic behavior. In addition, it prevents suspicious requests from 

polluting cache storage and allows the system to dynamically switch 

into a secure mode under high-risk conditions. 
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3.2 System Architecture 

 

Figure 1: Load-Aware Behavior-Aware Sidecar Architecture 

3.3 Core Idea 

The core idea of the proposed system is to transform the sidecar proxy 

from a static request-handling component into an adaptive, behavior-

aware decision-making entity. Instead of relying only on predefined 

load thresholds, the sidecar evaluates real-time behavioral patterns and 

a computed risk score before deciding how each request should be 

processed. 

The decision strategy follows a dynamic model where normal 

behavior under low load leads to direct routing, while normal behavior 

under high load activates the caching path to improve efficiency. In 

contrast, suspicious behavior or a high-risk score triggers secure mode 

activation, which may include request blocking or additional security 

enforcement. This transforms the sidecar into a proactive component 

capable of continuously adapting its behavior according to system 

conditions. 

3.4 System Components 

This methodology targets microservices and edge-computing 

environments where dynamic workload variations and internal traffic 

behavior significantly affect system performance, resource utilization, 

and security. The proposed system is based on a Behavior-Aware 

Security Sidecar Proxy in which all incoming and internal service 
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requests are intercepted and evaluated before reaching the application 

layer. 

Unlike traditional sidecar architectures that primarily focus on routing 

and encryption policies, the proposed sidecar incorporates an internal 

adaptive decision-making engine that continuously evaluates system 

load conditions, request repetition patterns, estimated latency impact, 

and a combined risk score derived from behavioral indicators. This 

continuous evaluation enables the system to proactively identify 

abnormal traffic patterns and dynamically adjust routing, caching, and 

security behaviors before requests are forwarded to backend services. 

The main objective of this design is to integrate performance 

optimization and proactive security enforcement within a unified 

sidecar communication layer, improving response time, enhancing 

resource utilization, reducing backend processing overhead, detecting 

abnormal traffic behavior, preventing cache pollution, and enabling 

dynamic switching to secure mode under high-risk conditions. 

3.5 Execution Flow 

 

Figure 2: System Flow of Adaptive Sidecar Decision 
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3.6 Decision Logic 

Table 3: Adaptive Decision Logic of the Proposed Sidecar System 

Condition Decision 

Load < 50% and normal behavior Direct routing 

Load > 50% and normal behavior Cache lookup 

Risk Score >= threshold Secure mode (block request) 

The table describes the multi-factor decision-making mechanism used 

in the proposed sidecar system. The decision is based on system load, 

behavioral patterns, and risk score to dynamically select between 

direct routing, caching, or secure mode. 

Risk Score is calculated as follows: 

 

 

where L represents system load, R represents request repetition, and T 

represents latency. The coefficients α, β, and γ are tuning weights used 

to balance system behavior. 

Algorithm 1: Adaptive Sidecar Decision Logic 

   Input: System Load, Request Behavior, Risk Score  

    Output: Routing Decision 

  1  Monitor incoming request  

  2  Evaluate system load  

  3  Analyze request behavior  

  4  Compute risk score 

  5    if Load < 50% AND behavior is normal then  

  6                          Route request via direct path 

  7   else if Load > 50% AND behavior is normal then 

  8                          Serve response from cache 

Risk Score=αL+βR+ γ(1/(T+1) 
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  9   else  if  Risk Score ≥ Threshold then  

  10                         Activate secure mode and block the request 

  11   END IF  

  12   Return decision 

 

3.7 Cache Behavior 

Cache is activated only after behavior verification [7]. Cache HIT 

results in returning the response directly, while Cache MISS leads to 

generating a new response and storing it in the cache. In cases where 

attack or suspicious behavior is detected, the corresponding cache 

entry is invalidated [8], ensuring that malicious or abnormal requests 

do not influence cached data or contaminate future responses. 

3.8 Key Improvement Over Previous Approaches 

The proposed system introduces a unified adaptive sidecar 

architecture that integrates routing, caching, and security mechanisms 

within a single behavior-aware decision-making framework. Unlike 

traditional approaches that treat these components independently, the 

proposed model enables continuous interaction between system load, 

request behavior, cache management, and security enforcement. This 

results in a dynamic and risk-aware mechanism where routing 

decisions and cache operations are continuously adjusted based on 

runtime conditions. Furthermore, the system extends conventional 

sidecar designs by incorporating lightweight anomaly detection and 

enabling secure mode activation under high-risk scenarios. The 

implementation is evaluated through a C++ simulation that models 

Kubernetes-like environments for performance and behavior analysis. 

4. Implementation 

The proposed system was implemented in C++ as a simulation of a 

Behavior-Aware Security Sidecar Proxy with adaptive caching, 

designed to analyze system behavior under dynamic and non-
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stationary workload conditions. The simulation generates randomized 

request patterns, fluctuating system load values ranging from 0 to 100, 

and repetitive traffic behaviors to emulate realistic microservice 

environments. 

Each incoming request is processed through an internal decision 

mechanism that evaluates system load, request repetition frequency, 

and a computed risk score derived from behavioral indicators. Based 

on this evaluation, the system dynamically selects between direct 

routing, cache-based processing, or secure mode activation. Under 

normal behavior and low system load, requests are routed directly to 

the application layer. When system load increases or repetitive 

patterns are detected, the caching mechanism is activated, where 

cache hits return responses immediately, while cache misses result in 

response generation and storage. In contrast, suspicious behavior 

characterized by high repetition combined with elevated load triggers 

secure mode, where requests are logged, security alerts are generated, 

and the request is blocked from reaching the application layer. 

The caching and tracking mechanisms are implemented using in-

memory data structures to store responses and monitor request 

frequency, enabling lightweight anomaly detection based on access 

patterns. 

The system relies on standard C++ libraries for random workload 

generation, dynamic response creation, and runtime logging, 

providing visibility into routing decisions, cache performance, and 

security events during execution. 

The simulation is evaluated in a controlled environment that mimics 

microservice traffic behavior under varying conditions, including low-

load stability, high-load stress, and attack-like scenarios. To ensure 

isolation and reproducibility, the environment is containerized using a 

lightweight runtime suitable for edge and microservice-based 

architectures. 

5. Evaluation and Results 

The proposed system was evaluated using runtime simulation outputs 

generated by the Behavior-Aware Security Sidecar Proxy with 

Adaptive Caching under varying system load conditions. The 
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evaluation focuses on routing behavior, caching efficiency, and 

security performance. 

Table 4: System Behavioral Summary 

Category Count Description 

Direct Requests 500 Requests processed directly under 

low system load conditions 

Cache Path 

Activation 

250 Requests redirected to caching 

layer under increased load 

Detected Attacks 250 Requests identified as suspicious 

and blocked under Secure Mode 

 

Table 5: Cache Performance Metrics 

Metric Value Description 

Cache Hits 162 Requests successfully served from cache 

Cache Misses 88 Requests not found in cache and newly 

stored 

Cache Hit 

Ratio 

64.8% Percentage of successful cache reuse 

Table 6: Security Evaluation Results 

Condition System Behavior Outcome 

Normal Load 

(<70%) 

Direct routing or caching Stable 

operation 

High Load (>80%) Cache + monitoring activated Reduced 

backend 

stress 

Suspicious 

Behavior (88–92%) 

Secure Mode activated Requests 

blocked and 

logged 

 



Journal of Electronic Systems and Programming                                                    www.epc.ly 

 

 

Page 46                                                                                                  Issue:13       June 2026    

 

Figure 3: Distribution of system requests across Direct, Cache, and 

Attack processing modes. 

 

Figure 4: Cache performance illustrating hit and miss distribution, 

showing a hit ratio of 64%. 
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5.1 Analysis of Results 

The simulation results indicate that the proposed Adaptive Sidecar 

System dynamically adapts to workload variations by switching 

between direct routing, caching, and security enforcement modes. 

Under low-load conditions, requests are processed directly by the 

application, ensuring minimal latency and fast response times. As 

system load increases, the caching mechanism becomes active, 

improving efficiency by reusing previously stored responses and 

reducing redundant computations. 

The cache performance demonstrates a hit ratio of 64%, which reflects 

a balanced utilization of cached data while maintaining a reasonable 

level of cache misses. This indicates that the system avoids over-

reliance on caching and maintains realistic operational behavior under 

dynamic workload conditions. 

From a security perspective, the system successfully detected and 

blocked malicious or attack-like behaviors under high-load conditions. 

When the system load exceeded predefined thresholds, the sidecar 

component transitioned into Secure Mode, ensuring protection against 

abnormal traffic patterns and preventing potential system overload. 

Overall, the results confirm that the system achieves a balanced trade-

off between performance optimization, caching efficiency, and 

security enforcement in a dynamic environment. 

6. Conclusion and Future Work 
This paper investigated the performance and behavioral limitations of 

sidecar proxy-based architectures in microservices and edge-like 

environments, with a particular focus on inefficiencies introduced by 

static routing and non-adaptive mechanisms. The literature review 

demonstrated that existing approaches generally treat routing, caching, 

load handling, and security monitoring as independent components, 

which limits system adaptability under dynamic workloads and leads 

to suboptimal performance in high-traffic scenarios. 

To address these limitations, an Adaptive Behavior-Aware Sidecar 

Proxy Architecture was proposed and implemented using a C++ 

simulation model. The system introduces a dynamic decision-making 

mechanism within the sidecar layer based on real-time runtime 
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conditions, including system load, request repetition frequency, and 

lightweight risk evaluation. Depending on these conditions, the system 

applies direct routing under low-load scenarios, activates caching 

under moderate or high load or repeated request patterns, and enforces 

security measures when suspicious or abnormal behavior is detected. 

The evaluation results indicate that the proposed architecture reduces 

response latency through adaptive caching, improves resource 

utilization by minimizing redundant backend processing, reduces 

workload under repeated requests, and enables lightweight detection 

of abnormal behavior. Overall, the system demonstrates stable and 

consistent adaptive behavior within the simulation environment, 

highlighting its potential suitability for dynamic microservices 

environments with variable workload patterns. However, the current 

implementation is limited to a simulation-based prototype and has not 

been deployed in a real Kubernetes cluster. 

Future improvements of this work may include integrating machine 

learning-based decision mechanisms to replace static thresholds and 

enhance prediction accuracy for workload and anomaly detection. In 

addition, more advanced caching strategies, including distributed 

caching mechanisms, could be explored to improve scalability. 

Further enhancements may also focus on integrating more 

sophisticated security and anomaly detection techniques, as well as 

evaluating the system in real Kubernetes-based environments to 

validate its practical performance. Finally, future research may 

investigate runtime optimization techniques to reduce overhead and 

improve efficiency in large-scale deployments. 

7.Limitations  

The current work is limited to a simulation-based evaluation 

implemented in C++ and does not include deployment in a real 

Kubernetes or production cloud–edge environment. The workload 

patterns used in the simulation are synthetic and may not fully 

represent real-world traffic behavior. Additionally, the security and 

caching mechanisms are evaluated under predefined conditions rather 

than fully dynamic real-time distributed systems. Future work could 

extend this study by implementing the proposed system in a real 
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service mesh environment and evaluating it under large-scale 

production workloads. 
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Abstract 

 The control of nonlinear systems is a crucial issue in control 

engineering, that because it has uncertainties, complex dynamics, and 

strong nonlinearities that make conservative control methods less 

effective. This work presents artificial neural network (ANN) for 

nonlinear system control. Radial basis function neural network 

(RBFNN) was used in this paper to control of nonlinear dynamics, 

where the efficiency of the proposed control is validated through 

response analysis, showing improved transient and steady-state 

behavior. This work introduced the artificial neural network as a 

reliable and efficient tool for controlling complex nonlinear systems in 

engineering applications. The proposed control method based on 

RBFNN is implemented using Matalb.   

 

Keywords: nonlinear systems, control, DC motor, dual tank, artificial 

neural network, radial basis function neural network.  
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1. Artificial Neural Networks (ANNs) 

The idea of artificial neural network was firstly regarded as a try to 

model the biophysiology of the brain. A neural network offer a 

solution for problems which need composite data investigation, an it 

can be learn as an expert system [1,2,3]. 

Multilayer perceptron is created from multiple layers of neurons, this 

type of neural networks consists of units that constitute the input layer, 

an output layer and a number of intermediate layers called hidden 

layers [4-8].  

Radial Basis Function Network (RBFNN)   

The RBFNN contains of three layers: input layer, hidden layer, and 

output layer. The radial basis function neural network is able to solve 

many problems in different fields such as control of nonlinear 

systems. The RBF neural network is shown in Figure 1 [6,7,8,9].  

 

 

Figure 1: Radial basis function structure 
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The output y of RBFNN is given by the following equation:   

𝑦 =∑ (∅𝑗W𝑗)
𝑛

𝑗=1
                                                                                            

(1) 

Where (wj) is the weight of the (j
th

) node and (Φj) is the activation 

function. The RBFNN used several activation functions, but the 

common activation function is Gaussian function which is described 

by the following equation [2]: 

∅(𝑟) = exp⁡[−
𝑟2

𝜎2
]                                                                      (2) 

  r =║x – c║, where (xi) is the input, (cj) is the centers, (σj) is the 

width of the Gaussian function. 

 

The multi-quadratic function:  

∅(𝑟) = [𝑟2 +⁡𝜎2]0.5                                                                      (3) 

The inverse multi-quadratic function:  

∅(𝑟) = 1/⁡[𝑟2 +⁡𝜎2]0.5                                          (4) 

 

The Radial Basis Function Neural Network (RBFNN) training: the 

first learning stage involves selecting the centers which are selected 

randomly or using K-means clustering algorithm, the widths in the 

hidden layer which is usually calculated using the Euclidean distance 

method, and then, the second stage is to regulating the weights in the 

output layer using least mean square algorithm [1, 9, 10]. 
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2. Nonlinear systems control using radial basis function 

neural network  

The control method used in this paper to control nonlinear system is 

shown in Figure 2. In this technique, the neural network trained during 

the feed forward control period. The control technique is considered in 

this paper for controlling the non-linear systems due to its simplicity 

and robustness [2,6,7,10]. 

 

Figure 2: Control method configuration  

 

The control signal can be realized as )(ˆ tU c  = RBFNc [X
C 

(t) ] 

Where 

X
C 

(t) = [y(t + 1),y(t),….,y(t – n + 1),u(t – 1),….,u(t – m +1)]
T
    (5) 
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Root mean square error (RMSE) used in this work such as shown in 

the following equation: 

 

𝑅𝑀𝑆𝐸 =⁡√
1

𝑁
∑ (𝑦𝑎𝑐𝑡𝑢𝑎𝑙 −⁡𝑦𝑒𝑠𝑡𝑖𝑚𝑡𝑒𝑑)

2𝑁
𝑖=1                       (6) 

 

3. Simulation tests and results 

Example 1: 

The system in consideration consists of two interconnected water tank 

linked together by an orifice. A1 and A2 are the cross sections of a 

dual tank. R1 and R2 are the cross sections of the tubes are denoted. 

The water tank is described by the following transfer function [4]:  

  

𝐺(𝑠) = ⁡
𝑅2

(𝐴1⁡𝐴2⁡𝑅1⁡𝑅2)⁡𝑆2+(𝐴1⁡𝑅1+𝐴1⁡𝑅2+𝐴2⁡𝑅2)⁡𝑆+1
                                   (7) 

 

Result: 

Through the control procedure, the RBFNN parameters (centers, 

width, weights) were selected using K-means algorithm, Euclidean 

distance measure, and least mean square method. The actual and 

desired signals are shown in Figure 3. 
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Figure 3: actual and desired signals  

Example 2: 

The plant considered for control of DC motor system is administered 

by the following equation: 

Ω

𝑉
=⁡

𝐾

(𝐽𝑆+𝑏)(𝐿𝑆+𝑅)+𝐾2
                                                       (8) 

Result: 

Through the controlling process, the RBFNN parameters (centers, 

width, weights) were selected using K-means algorithm, Euclidean 

distance measure and least mean square method. The actual and 

desired signals are shown in Figure 4. 

 

0 5 10 15 20 25 30 35 40 45 50
0

0.5

1

1.5

2

2.5

Time (sec)

W
a

te
r 

L
e

v
e

l 
(T

a
n

k
 2

)

Dual Tank Control Using Neural Network

 

 

Tank Level

Reference Level



Journal of Electronic Systems and Programming                                                   www.epc.ly 

 

  Issue:13    June 2026                                                                                                Page 61 

 
Figure 4: actual and desired signals  

 

Example 3: 

The plant considered for controlling is a non-linear model governed 

by the following equation:  

𝑥⁡̇ = ⁡−𝑥3 + 𝑢                                                                            (9) 

Result: 

Through the control procedure, the RBFNN parameters (centers, 

width, weights) were selected using K-means algorithm, Euclidean 

distance measure, and least mean square method. The actual and 

desired signals are shown in Figure 5. 
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Figure 5: actual and desired signals  

 

Example 4: 

The plant considered for controlling is a DC motor. Three types of 

activation functions for RBFNN (Gaussian, Multiquadric, and Inverse 

MQ) were investigated in this example. 

Result: 

Through the control procedure, the RBFNN parameters (centers, 

width, weights) were selected using K-means algorithm, Euclidean 

distance measure, and least mean square method. The actual and 

desired signals are shown in Figure 6. 
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Figure 6: actual and desired signals  

 

RMSE = 0.28 for Gaussian function 

RMSE = 0.42 for Multiquadric function  

RMSE = 0.30 for Inverse MQ 

Therefore, the best result was obtained by the Gaussian function. 

 

4. Discussion 

In this paper, nonlinear systems were investigated to examine the 

capability of neural network to control nonlinear systems. The Radial 

Basis Function Neural Network (RBFNN) was applied to different 

nonlinear systems, where simulation tests carried out to evaluate the 

performance and robustness of the proposed approach, these 

simulation tests included different strategies for selecting the centers 
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of the radial basis functions, such as random selection and clustering-

based methods, as well as the effect of the activation functions was 

investigated. The results demonstrate that the choice of centers 

significantly affects the network performance, where the clustering 

algorithm provided better accuracy compared to random selection. 

Simulation results show that the neural network controller improves 

tracking performance and reduces steady-state errors.  

 

5. Conclusion 

The Radial Basis Function Neural Network has been investigated in 

this paper to control nonlinear systems. The centers of RBFNN were 

selected randomly and calculated using K-Means clustering algorithm. 

The weights of RBFNN were adjusted using least mean square (LMS) 

algorithm, and the width of Gaussian function was calculated using 

Euclidean algorithm. The network demonstrated strong performance 

in approximating system behavior, with minimal error between the 

actual system output and the network output. Moreover, the work 

highlighted the importance of appropriate center selection and 

network structure design in achieving optimal performance. Overall, 

the RBFNN proved to be effective in controlling nonlinear systems. 
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Abstract 

This paper presents a robust IEEE-style manuscript on robust energy-

fairness optimization for cognitive cooperative multiple-input 

multiple-output non-orthogonal multiple access (MIMO-NOMA) 

networks under imperfect channel-state information (CSI) and 

residual successive-interference-cancellation (SIC) errors. The 

framework is motivated by a doctoral simulation baseline in which 

MIMO processing, cooperative NOMA, cognitive-radio access, and 

artificial-intelligence-assisted control were jointly evaluated using 

spectral efficiency, outage probability, bit error rate (BER), Jain 

fairness, and energy efficiency. Unlike rate-only MIMO-NOMA 

designs, the proposed formulation explicitly models bounded CSI 

uncertainty, residual SIC leakage, decode-and-forward relay 

feasibility, and robust primary-user interference protection. 

Conservative lower and upper channel-gain bounds are used to derive 

robust SINR expressions for near-user, far-user, relay, and cognitive-

interference links. A multi-objective utility function balances sum 

spectral efficiency, Jain fairness, energy efficiency, outage protection, 

BER behavior, and cognitive-radio safety. An alternating robust 

allocation procedure with safe action filtering is proposed for power 
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allocation, relay selection, and secondary-access control. 

Representative thesis-output results at 20 dB show that the integrated 

AI-assisted cognitive cooperative MIMO-NOMA architecture 

preserves nearly identical spectral efficiency to conventional MIMO-

NOMA while improving outage probability, BER, and fairness. The 

corrected analysis shows that robustness to CSI and SIC impairments 

is essential for translating analytical MIMO-NOMA gains into 

practical next-generation radio-access performance. 

Index Terms: 6G, cognitive radio, cooperative NOMA, energy 

efficiency, fairness, imperfect CSI, MIMO-NOMA, residual SIC, 

robust optimization. 

I. INTRODUCTION 

Future wireless networks are expected to support dense heterogeneous 

traffic, low-latency services, massive machine-type communications, 

integrated sensing, and highly adaptive spectrum use. The IMT-2030 

framework describes future 6G systems as networks that extend IMT-

2020 capabilities through enhanced communication, AI-native 

operation, sustainability, ubiquitous connectivity, and reliability [1]. 

These requirements make radio-access design a multi-objective 

problem rather than a simple sum-rate maximization task. 

Orthogonal multiple access simplifies receiver processing by 

assigning orthogonal time, frequency, or code resources, but it limits 

spectral reuse when many devices compete for the same resource 

block. Power-domain non-orthogonal multiple access (NOMA) 

addresses this limitation by allowing users to share a resource block 

through superposition coding and SIC [2]-[5]. Multiple-input 

multiple-output (MIMO) processing complements NOMA by adding 

spatial multiplexing, beamforming gain, and diversity. User pairing 

remains important because channel disparity and SIC feasibility 

strongly affect NOMA performance [5], [8]. MIMO-NOMA improves 
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channel separability and capacity by exploiting spatial degrees of 

freedom [9]. 

Cooperative NOMA improves weak-user reliability by allowing a 

strong user or selected relay to forward the weak-user message after 

decoding it [6], [7]. Cognitive radio adds another efficiency layer by 

enabling secondary spectrum access under primary-user protection 

constraints [11], [12]. Recent 6G studies also emphasize artificial 

intelligence (AI) as a decision layer for resource allocation, 

interference management, spectrum sensing, adaptive access 

protocols, and learning-based wireless optimization [13]-[17]. 

The doctoral baseline used in this study developed an integrated 

architecture combining MIMO, cooperative NOMA, cognitive radio, 

and AI-assisted optimization [22]. Its representative outputs show that 

an AI-assisted cognitive cooperative MIMO-NOMA scheme can 

preserve nearly the same spectral efficiency as conventional MIMO-

NOMA while reducing outage probability and BER and improving 

Jain fairness. However, the baseline also identifies imperfect CSI, 

residual SIC, relay reliability, sensing uncertainty, and computational 

complexity as practical limitations that must be addressed before 

deployment. 

This paper develops a robustness-oriented formulation. The central 

question is not whether MIMO-NOMA can improve spectral 

efficiency under ideal assumptions; the question is how an integrated 

cognitive cooperative MIMO-NOMA system should be formulated 

when the channel estimate is uncertain, SIC is imperfect, relay 

assistance is not always beneficial, and secondary access must protect 

primary users. The contributions are a robust SINR model, a multi-

objective energy-fairness utility, an alternating allocation algorithm, 

and a deployment-oriented interpretation of thesis-output results. 
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II. RELATED WORK AND MOTIVATION 

A. From NOMA to Cooperative MIMO-NOMA 

NOMA has been widely studied as a spectrum-efficient multiple-

access approach for 5G and beyond systems [2]-[5]. A key lesson 

from these studies is that NOMA performance depends strongly on 

user pairing, channel disparity, power allocation, and SIC reliability 

[5], [8]. When near and far users have sufficiently different channel 

gains, power-domain multiplexing can achieve useful rate and fairness 

gains. When channel disparity is weak or SIC is inaccurate, the 

expected benefits decline. 

MIMO-NOMA improves this operating condition by introducing 

spatial degrees of freedom. Beamforming can strengthen useful 

channels and suppress harmful interference, while multiple antennas 

increase diversity and multiplexing [9]. Cooperative NOMA extends 

the design further by allowing a near user or relay to assist a weak far 

user. This provides a natural way to improve outage probability for 

cell-edge users and to make NOMA more acceptable from a fairness 

perspective [6], [7], [18]. 

B. Cognitive Radio and AI-Assisted Multiple Access 

Cognitive radio can increase spectrum utilization by allowing 

secondary access when primary-user protection constraints are 

satisfied. This capability is attractive for NOMA because the two 

technologies improve efficiency in complementary ways: NOMA 

increases the number of users per resource block, while cognitive 

radio increases the set of usable resource opportunities [10]-[12]. The 

difficulty is that secondary access decisions interact with power 

allocation, relay operation, and interference constraints. 
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AI-assisted radio-resource management is increasingly considered for 

this coupled decision problem. Learning-based policies can use state 

observations such as channel estimates, relay quality, queue state, 

idle-channel probability, and interference margin to select power 

coefficients, pair users, activate relays, and decide whether secondary 

access is permitted [13]-[17]. Nevertheless, AI cannot be treated as a 

black box in safety-critical spectrum-sharing environments. Robust 

constraints and safe action filters are required to prevent harmful 

actions during exploration and deployment. 

C. Robustness as a Deployment Requirement 

Ideal CSI and perfect SIC assumptions can overstate practical NOMA 

performance. Residual interference after SIC may reduce near-user 

performance; channel-estimation errors may degrade user ordering 

and power allocation; and an unreliable relay link may add overhead 

without enough diversity gain [18], [19]. Robustness is therefore not 

only a mathematical refinement; it is a deployment requirement. 

Robustness is also connected to energy efficiency. A system that 

responds to uncertainty by simply increasing transmit power may 

reduce outage but waste energy and increase interference. Conversely, 

a system that protects energy efficiency too aggressively may fail to 

satisfy weak-user reliability. Therefore, this paper treats robustness, 

fairness, and energy efficiency as joint design dimensions. 


